Filtering &

Esca,ping“

e Sppantra)
yes, 15 #
U’S@p[
qu £ Validation
7 O ctype_alpha()
": =" TN ctype_digit()
oo | Tainted ctype_alnum()
. Data, " ctype_lower()
San_o” —Q ctype_upper()
F pp preg_match()
/ -_— -_— GEED T —; -_—
Alphabetical . .
[ : Filterin
i}lngemcal . | strip_tags(
| femme | preg replace) L
| Uppercase (o SEP_—Pelpla’geO
E-Mail Addresses l stripslashes()
| Pnone Numbers urldecode()
| Credit Cards rawurlencode()
Zip Codes '
| HTML Oo— -
Control Characters i ’UQ\)X) g - _ Ses
|  Slashes o—J QQ\) [ Velidated )
. . /
/ Data, /
P,QQ S ae_,- ’
L i J -
- [l Y
,’ Yes, S
\ Databases .
/- areoutput
\ too! ’ ,
Sa- P - -

Database HTML & XML CLI & Commands
mysql_real_escape_string() htmlspecialchars() escapeshellend()
pg_escape_string() htmlentities() escapeshellarg()
sqlite_escape_string()
maxdb::real_escape_string() I PN
mysqli::real_escape_string() 4 So " S‘- -«

L Cem=w Ty URLs & HTTP ‘> Comp, Dey s
¢~ UsePrepared Y, t (e, andg )
< . R urlencode() \ alls¢, €

> Queries when ) rawurlencode() S = Feep) )
\“-—X?Eiaf!o-” ~et==’

cheatsheet © Pavey Shafik Lhttp:/pixelated-dreams.coml



